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Section A

Answer any 6 questions. Each carry 2 marks.

1. Write the principles of public key cryptosystem

2. What is encryption and decryption in public key cryptography?

3. What are the technical security measures

4. What is Cyber Law?

5. Expand CIA triad.

6. What is a passive attack?

7. What is ciphertext?

8. Define password authentication.

Section B

Answer any 4 questions. Each carry 6 marks.

9. Describe the CIA triad with diagram

10. Explain the importance of information security

11. Explain the concept of risk and assets

12. Explain cryptanalysis techniques.

13. Describe monoalphabetic and polyalphabetic ciphers.

14. Explain biometric authentication methods.

Section C

Answer any 1 questions. Each carry 14 marks.

15. a)Explain public key cryptosystem in detail including its applications
b) Explain requirements and principles of public key cryptosystem

16. Briefly explain the working and detection methods of IDS and IPS
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